
IT Policy & Guidelines)

1. Objective)
1.
2. Cybersecurity
3.

2. Scope)

1. (User) : , , 

2. : 
3. , Notebook, Server, Mobile Device, Cloud, Network

3. User Account Management)
3.1 

CMU Account ITSC)
-

3.2 Access Control)

3.3 
1.

Password Policy)

8-12 
, , 

90 
, 

Password 8 

Screen Lock)
1. 10
2. Lock Screen (Windows: Win + L, Mac: Ctrl + Command + Q)
3.



6. IT 
6.1  

   
   Crack,  
  Antivirus, Patch Security OS Update  
  USB Drive   

6.2  
   
  VPN MFA (Multi-Factor Authentication)  

ITSC) : 
https://network.cmu.ac.th/wiki/index.php/CMU_GlobalProtect_VPN 

 , IT 30  
 
7.  

7.1  
   

 , Password Cloud  
Internal Use (  ,   
Public (    

 
7.2  

  
 

  
  Folder  BitLocker, VeraCrypt 
  Cloud  Google Drive, Dropbox, Line 

 
8.  

1.   
 

2.    Secure Email Gateway, SFTP,  
Access Control) 

3.   LINE, Facebook, Gmail  Cloud  CMU 
Mail   

4.   
5.  “  

 
(Watermark)     

6.  E-mail 
E-mail  



9.
1.
2.
3.
4. Log Email 

10.
1. drive shared 
2.
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