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1. Inguszasd (Objectives)
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2. YauLun (Scope)
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e Application / Web System
e Database / Data Warehouse
e Server / Cloud Infrastructure
o Network wag Storage
o dldausyuu (End Users)

3. AN1NAAY (Definitions)

AR AUNAY
System Down szuuldanunsalfauld wu duledan grudeyalinevauss
Data Loss Joyageyme W n1saulaglindla vien1sgnlaufain Malware/Ransomware

RTO (Recovery Time Objective)  Bangeanfiszuusonaunldauld wu 4 4ilus
RPO (Recovery Point Objective) = ananananideyaaansagauls wu Backup argaliiiiu 24 Falus

4. 5TAUANTULI (Incident Severity Level)

32AU A195U"Y 9819
Critical (P1) ssuundnauionun glfliannsarhanls Aulednanliie, Database &
High (P2) srvvudmlteulaly dwmansenug API Error, Tagausdiuliiinssuy
Medium (P3) f¥musdainaudlutansn STUUTINIIUNG
Low (P4) Uymtlos linsenuglddnulng Bug UN9d, Ul Rawann

5. BunaUNISALEUNNS (Emergency Procedure)
5.1 Funpulloszuvau (System Down)
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nyRdeuLaduduloym AuddaasunsAunseslayadiuyAnaLay
nsssTnNAvIateyn wninedededlul
(PDPG CMU)
2 udadeuiinfiieadesty Line/Email/Microsoft Team Unimn1sAeuiames
3 3%y Severity Level UnimnisAeuiames
4 ATIRERUANNA WU Network, Database, API Undyniseeuiames
5 uilvlgwuarsienuaniuenn 30 Wi Undyniseeuiames
6  ouflwuds vaasuszuunowdelildo UnimnisAeuiames
7 asungnumgnsal (Post-Mortem Report) aeilu 24 . Unnnsheuiames
5.2 sunsuiiiodoyaue (Data Loss)
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vgpszuutinsilelesiunsdeudeyaiiu Inivn1smeuiames
n3adeUaIme W aulaeyld, DB Crash, Malware in3vn1smeuiimes
Uszifiuvaundeyaiivie Uninmsneuiiames
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5.3 %’umawﬁagmw Script 3olafiunasde (Suspicious Script/File Detected)
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Communication Team
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6. nuanatlasnu (Preventive Measures)
6.1 Backup
e Daily Backup: g1udeuadnfaydes Backup
e AU Backup 7 Fuffounas uu Cloud Storage
e 9 Offsite Backup dUnviag 1 sy
o Taimn Policy 983d11InUSN1TaNSaUNA
6.2 Monitoring & Alert



o Tdszuu Monitoring

o @4 Alert sy Line le:
o \Weusegutoyalaile
o lineuaues > 53w
o dedayaldld

7. n58e815 (Communication Plan)

LN QRETENER ngumung
Line Group/ Email/Microsoft Team wdatayyviuit + Update mn 30 il UnmnsreNiames
Line Group/ Email/Microsoft Team eNUaTUnaUAlY UnIvINsAeuiILmes
Status Page LLﬁﬂ;ﬂ‘ﬁizuuﬁb’ﬂﬂ End Users

8. uuunasy Incident Report (728819)
Incident Report
o ufmwe _ /  /

o LIa75W: :

<@
o amNluasa:
o EAsBUAMRNITIL:
o @unguan (Root Cause):
o msMstesiulusuinn:
o H3URAvEU:

9. RTO / RPO u1013531U

JTUY RTO RPO
Core Database 4 T 1 3l
Web Application 6 Hlus 2l
Backup System 8 Hlug 24 Hlug

10. Flowchart n1s3uilansalgniau
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11. gf5uiiav¥au (Key Roles)

AUnLa withil
ITSC drilnusniswaluladiansauna auaszuu Cloud Server
PDPG AuddasuN1IANATOslayadIuYARaLATN1TTTINAUATRYA
wingdededlni (PDPG CMU)
Uniwnismeuiames AUANIANTSE], Aoy Stakeholders
Communication Team Lﬁqifﬁmu
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